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A Robust Agent Based Architecture for Comprehensive Privacy
Protection in Location Based Services

Mohamad Shady Ahmad Alrahhal

ABSTRACT

Recently, Location Based Services (LBS) have received significant amount of
attention from the research community due to the development of mobile devices and
the openness of wireless networks. In LBS, the users are forced to build their queries
based on their real locations to find the nearest Point of Interests (POI). The real
locations of the LBS users and their sent queries could be tracked and analyzed by an
attacker to gather personal and sensitive information. When LBS server (or its
maintainer) is the attacker, the damage caused by compromising the privacy can
reach dangerous levels that may threaten the lives of the LBS users. Consequently,
ensuring comprehensive privacy protection is a critical issue. In this work, we
introduce a system that ensures comprehensive privacy protection for LBS users. Our
proposed system can limit the ability of the LBS server (a malicious party) from
collecting personal information, even if a mixture of advanced inference attacks are
applied, such as location homogeneity, query sampling, and semantic location
attacks. Specifically, we introduce the Leader approach that prevents all cluster
members from connecting to the LBS server. The Leader approach ensures full
privacy protection in a collaborative way based on a symbiotic relationship between
the Leader and his cluster members. In addition, we introduce the Wise Dummy
Selection Location (WDSL) approach to ensure the location privacy of LBS users
individually. The WDSL approach generates strong dummy locations that cannot be
distinguished from the real location of the LBS user. To ensure comprehensive
privacy protection, both the Leader and WDSL approaches are integrated with a
fragmentation based approach called Left-Right-Fragmentation (LRF). The proposed
LRF approach ensures the query privacy during sending, processing, and responding
phases. To manipulate K-Nearest Neighbor (K-NN) queries efficiently, we introduce
the Cell Based Indexing (CBI) technique. The CBI technique ensures the speed and
accuracy of the K-NN queries' responses. The results showed that the proposed
approaches outperform the similar approaches in terms of privacy protection level,
resistance against inference attacks, communication costs, and response time. A
power consumption model, customized for LBS applications, is proposed as a metric
to evaluate our own proposed approaches. Depending on the proposed power
consumption model, recommendations are presented for the LBS users to save the
lifetime of their mobile devices' battery.






